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OBCAyXBAHE AOCTABYUK HA KBAJIUPULIMPAHU
YOOCTOBEPUTE/THU YCNYTU
Ten.: 0700 14 220
support@mail.stampit.org www.stampit.org

MpakTnyecko pLKOBOACTBO 3a KOHhUrypupaHe u paboTa ¢ kBanudmumpaHo yaocToBepeHue 3a
kBanuduumpaH enektpoHeH noanuc /KYKEN/ ¢ knueHTa 3a enekTpoHHa nowa
Mozilla Thunderbird

PBKOBOJACTBO HA NOTPEBUTENA - Bepcua 5.0.0

ToBa pbKOBOACTBO € NPeAHa3HaveHo 3a NoTpebuTenu, NnpuUTexaBallm CIeaHUS TUN CMapT KapTu:
> ID Prime 940x - ynpaensgat ce oT codpryepa SafeNet Authentication Client. Bcuuku kapTv oT To3n Tvn
umat uHaekceH Homep ID Prime 940, ID Prime 940B, ID Prime 940B-3, ID Prime 940C.

B MOMeHTa Ha U3roTBSIHe Ha PBHKOBOACTBOTO, HAcTosLaTa Bepcus Ha knueHTa e Mozilla Thunderbird 140.5.0esr (64-
bit).

CbAabpxaHue:
1. WHcTanupaHe u HacTpoika
2. TopnuceaHe Ha eNEKTPOHHM NUCMa

3. KpunTtupaHe Ha eNneKTPOHHM NUCMa

1. WHcTanupaHe n HacTpomka

1.1 WMHcTanupaHe Ha MOAynN 3a ynpaBneHue Ha CMapT KapTaTta/3allMTeHo YCTPOCTBO/

3abenexka: 3a ga noanuceate cbe Bawma ceptudmkat, e-mail agpechbT 3anmcaH B CbAbPKaHNETO Ha
cepTudmkata TpsAGBaA Aa € TO3W, KOUTO € HACTPOEH B MOLLEHCKUA aKayHT.

Cnep kato cTe fobaBuny BalMs MOLLEHCKM akayHT CbC CbOTBETHWUTE HacTpomku 3a “Pop3” n ,SMTP”, IMAP
CbPBbPM Ha BalumaTr JOCTaBYMK Ha ENEKTPOHHA nowa e Heobxogumo Aa uHctanupate KYKEN /ceptudmkatute/,

KaTo W3MbHUTE NOCNEaOBATENHOCTTA OT AEACTBUS:

- W3bepete nocneposatenHo ,Tools” > “Accounts Settings” n usbepere Bawwus akayHT. M3bepeTe
cekumsita ,End-to-End Encryption ” v HatucHeTe Bbpxy BytoHa ,SIMIME Security Devices...” - ¢wur.
1.1.1


mailto:support@mail.stampit.org
http://www.stampit.org/

Die 84 Yiew Go_ienage. Evgtsand ks Jock tels ,
B Inbox - supervisor oo mallstampitorg €0 Account Settings x
&:‘J Thunderbird doesa’t have a personal OpenPGP key for elin.kolev@gmail.com £ dd|

v B ekolevidmboxis-bgnet ~
Server Settings
Copies & Folders Use the OpenPGP Key Manager to view and manage public keys of your correspondents and all other keys not listed
Composition & Addressing
Junk Settings OpenPGP Kay Manager
Disk Space
End-To-End Encryption
Return Receipts S/MIME

v [ Local Folders
Junk Settings
Disk Space Select.

v B elinkolevidgmail.com
Server Settings Personal certificate for encryption:
Copies & Folders
Composition & Addressing Select
Junk Settings
Symchronization & Storage Manage SIMIME Certificates S/MIME Security Devices g

i fnd-To-End Encryption | : 7

Return Receipts To Qbum 8 new personal S/AMIME certificate, generate o Certificate Signing Reguest [CSR) and submit it to s Certifical

(cpur. 1.1.1)

Personal certificate for digital sigrang:

- 3a pa pobGaBute HOBO  3alUMTEHO  YCTPOWCTBO, HaTucHeTe OytoHa ,Load” u  cnepggaiite
nocnegoBaTeNiHOCTTa, NOCoYeHa no-gony. dur. 1.1.2

Device Manager

Security Modules and Devi... Details Value
v NSS Internal PKCS #11 Med... Module Builtin Roots Module
Generic Crypto Services Path null
Software Security Device
W Builtin Roots Module $ Load

NSS Builtin Objects
Unload

¢ur. 1.1.2

- 10 XenmaHue MOXeTe [a 3ajafeTe MMe Ha 3awuteHoto yctponctso B nonmeto <Module Name> w
HaTucHeTe 6yToHa <Browse...> - ¢our. 1.1.3



Module Name StampIT1

™) Load PKCS211 Device Driver - X

Enter the information for the medule you want to add.

Module filename

‘ Browse... |

Cancel

Idour. 1.1.3/

- HamepeTe u nsbepete danna eTPKCS11.dll, koiito ce Hamupa B nanka ..\WINDOWS\system32 - chur.

1.1.5 n HaTucHeTe ByToHa <Open>

System (C)) » Windows » System32

D Name

R LA L* TR T WIT]

%) WwWanAPLdIl

*A

%] wwapi.dll

%] XboxGipRadioManager.dl|
%| LSCSHostPolicy.dll

%] lstelemetry.dll

%] WpAXHolderdll

%] iscsilog.dll

%] QualityUpdateAssistant.dll

Type

AR PILGUUTT SALSTIBIUL
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension
Application extension

Application extension

%] sedplugins.dll Application extension
%] WdfColnstaller01009.dlI Application extension
%] SNSCKsP.II Application extension
%] eTPKCS11.dll @ Application extension
¢ur. 1.1.5
- HatucHete <OK>
™) Load PKCS211 Device Driver — *

Enter the information for the module you want to add.

Module Mame | StarnplT

Module filename | C:\Windnwsﬁystem32|

Browse..,

¢ur. 1.1.6

- Cnen KopekTHa MHCTanauwms Tpsbea fa BuauTe ekpaH nogobeH Ha Toau ot doumr. 1.1.8 v dour. 1.1.9

Size

—

LI AN

567 KB
97 KB
69 KB
72 KB
26 KB

4472 KB
17 KB

473 KB

575 KB

691 KB

132 KB
28 KB



Device Manager

Security Modules and Devi... Details | Value E Leg In J
v Builtin Roots Module o Status Not Legged In
NSS Builtin Objects Description ACS CCID USB Reader 0
v StamplT Manufacturer SafeNet, Inc Chisngs Passwom
ACS CCID USB Reader 0 HW Version 20 Load
ACS CryptoMate64 0 FW Version 0.0
ACS CryptoMate64 1 [Label StampiT-9DF2EE4310586635 |
Microsoft UICC ISO Reac Manufacturer Gemalto
Serial Number 9DF2EE43105B6635
HW Version 00
FW Version 0.0
v
==
Z
¢ur.1.1.9

1.2. UHcTanupaHe Ha cepTudmkaTtute
MocTaBeTe cmapT kapTtaTa ¢ Bawwus cepTudumkat B KapTOYETALLOTO YCTPOCTBO U HaTucHeTe ByToHa <Manage
Certificates...> /cpur. 1.2.1/.

&:) Trhwnderbird doesn't have a personal CpenPGP key for elin kolev@gmail.com Aa

v BB ekolev@mboxis-bg net ~
Server Settings
Copees & Folders Use the OpenPGP Key Manager to view and manage public keys of your correspondents and all othar keys not lis
Composition & Addressing
Junk Settings OpenPGP Key Manager
Disk Space
End-To-End Encryption
Fetoes fecuipts S/MIME

V[ Local Folders
Junk Settings
Disk Space Select...

v B3 elinkolev@gmalcom
Server Settings Personal certificate for encryption
Copies & Folders
Composition & Addressing Select...
Junk Settings
Synchvonization & Storage B Manage S/MIME Certificates  S/MIME Security Devices

o> £nd To-End Encryption

Parsonal certificate for digital ssgning:

Ta ohtain a new nersanal S/MIME certificate. aenerate a Cortificate Sianina Reauast (CSR1 and submit it to a Certi

¢dwur. 1.2.1

- Boeepete WH kopa Ha cMapT kapTaTa, KOMTO § 3aliuTaBa OT HEOTOpU3MPaH LOCTHMN (BHUMATENHO
Bbeexaante MH koga Ha cmapT kapTaTta. AKO BbBedeTe TpU MbTW nocriegosatenHo HekopekteH MAH, cmapt
kapTata e 6bae brokupana) /dur. 1.2.2/



D Password Required - Mozilla Thunderbird X

Please enter the password for the PKCS#11 token StamplT-9DF2EE4310586635, ‘

(....l: l
G |

¢dwur. 1.2.2

- Bawws cepTucmkat e MHCTanNMpaH yCrneLwHo ako BkaaTe npo3opew nogobeH Ha To3u ot dour. 1.2.3

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

You have certificates from these organizations that identify you

Certificate Name Security Device | Serial Nu... Expires On B
Y INOMAON SENVICESISC s
ELIN TODOROV KOLEV o StamplIT-9DF2EE43... 77:98:87:95:67... Saturday, Octc;ber 16, 2027 =
ELIN TODOROV KOLEV StamplT-9DF2EE43... 65:57:A0:BD:1... Tuesday, September 28, 202...
Elin Head Kolev-2024 StamplIT-9DF2EE43... 38:51:DCFEA... Thursday, March 5, 2026
v
Backup All... Import...

A

¢ur. 1.2.3
I113abenexka: He m3nonssaite GytoHa <Delete>. ToBa we poBeae A0 U3TpPMBaHE Ha BawwuA

CepTVI(*)MKaT OT CMapT KapTaTa.

- Cnepgpalyata cTbrka e Aa WHcTanupare YaoctoBepeHusTa Ha [loctaBumka Ha yaoCTOBEPUTENHM YCRyru.
M3nmbnHeTe cnegHoTo:
WaTernete npegsaputenHo oT www.stampit.org, cekums <Iy6nuyeH percTbp> nybnnyHUTe yOOCTOBEPEHWS Ha
StamplT - StamplT Global Root CA n StamplIT Global Qualified CA - ¢our. 1.2.4
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¢dur. 1.2.4
Vabepete <Authorities> tab v cnep Toea 6ytoHa <Import> dur. 1.2.5
™) Certificate Manager - O >

Your Certificates People Server§ Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device i)
~AC Camerfirma 5.4, g
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~AC Camerfirma 5A CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Chambersign Root Builtin Object Token
S ACCY hd

View... Edit Trust...

Delete or Distrust...

¢ur. 1.2.5




This PC » Downloads v O Search Downloads P
‘older = ™ @
~ MName Date mccl\i}ir:cl Type Size
cer 20.6.2019 . 13:19 Security Certificate 2KB
| StamplTGlobalRootCA.cacert.cer 20.6.2019 . 13:19 Security Certificate 2 KB
v
le name: | StamplTGlobalReotCA.cacert.cer v| Certificate Files (*.p7h;*.crt;*.ce v

cance'

¢wr. 1.2.6

En.}.‘.":ftf.f'f:‘e a -

s

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities
Edit CA certificate trust settings *

Certificate Nam

a

lddenTrust Cg
lddenTrust Pu

~|nfarmation 5

The certificate "StamplT Global Root CA” represents a Certificate Authority.

Edit trust settings:

StamplT Gl This certificate can identify websites.
StamplT Glg [] This certificate can identify mail users. I
+Information Se -
oK Cancel
StarnnlT T 7
T T
View... Edit Trust... Import... Export... Delete or Distrust...
|
¢ur. 1.2.7

Mo aHanornyeH HaYMH MMNopTMpanTe 1 onepaTuBHOTO yaocTtoBepeHne <StamplT Global Qualified CA>.

Cnep ycnewHa MHCTanaums B KpalHa cMeTka TpsAiGBa Aa BuxkaaTe npo3opew, Nogo6eH Ha To3u OT
¢ur. 1.2.8



™) Certificate Manager — O *
Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device =3
IdenTrust Commercial Root CA 1 Builtin Object Token -~

j Builtin Object Token

“Information Services JSC
StamplT Global Qualified CA Software Security Device
StamplT Global Root CA Software Security Device

“Intormation services Flc,
StarnnlT Calified 4 Snfhnare Secnrite Devire N
View... Edit Trust... Import... Export... Delete or Distrust...

OK
¢dwur. 1.2.8

- [MotebpaeTe ¢ <OK> n we BuanTe MbpBOHA4ANHKS MPO30peL, Ha cekumsTa <security> cour. 1.2.9
- Cneppawata cTbnka e ga usbepete cepTudmkar 3a NOANMCBAHE 1 KPUNTUPaHE, KOWTO LLe Ce 13non3ea ot
knueHTa 3a enekTpoHHa nowa Mozilla Thunderbird. Kaptata TpsibBa na Gbae noctaBeHa B YeTela 3a
CMapT KapTu.
N3bepete byToHa <Select....> oT cekuusta <Digital Signing> dur. 1.2.9

Account Settings d

=] e.kolev@mbox.is-bg.net
[ elinkolev@abv.bg
wl= elin.kolev@mail.stampit....

Te send and receive signed or encrypted messages, you should specify both a
digital signing certificate and an encryption certificate.
Digital Signing

Server Settings . . . .
Use this certificate to digitally sign messages you send:

Copies & Folders

- . Select... Clear
Composition & Addressing ! ’
Junk Settings Digitally sign messages (by default)
Disk Space

Encryption
DKIM Verifier Gl
) Use this certificate to encrypt & decrypt messages sent to you:
Return Receipts
S Select... Clear
w|=] elin.kolev@gmail.com Default encryption setting when sending messages:

Server Settings Mever (do not use encryption)
Copies & Folders Required (can't send message unless all recipients have certificates)
Composition & Addressing
Junk Settings Certificates
Synchronization & Storage Manage Certificates Security Devices
DEIM Verifier

Return Receipts
Security

~ H Local Folders

L I

¢ur.1.2.9



- MMotebpaete ¢ <OK> chur. 1.2.10.

€D Select Certificate X

~

Certiﬁcate:[ StamplT-9DF2EE43105B6635:StamplT_2 [77:98:87:95:67:1D:48:4D] v

Details of selected certificate:

Issued to: C=BG,L="Sofia -
1784" SN=KOLEV,givenName=ELIN,serialNumber=PNOBG-. ,CN=ELIN
TODOROV KOLEV,E=elin.kolev@gmail.com

77:98:87:95:67:10:48:4D

Valid from Wednesday, October 16, 2024 to Saturday, October 16, 2027

Email: elin.kolev@gmail.com
Issued by: C=BG,L=Sofia,O=Information Services
JSC,0ID.2.5.4.97=NTRBG-831641791,CN=StamplT Global Qualified CA

Stored in: Stamp|T-9DF2EE43105B6635 Yy

¢ur. 1.2.10

- [lotBbpaeTe 0THOBO C <Yes>

e

Q Thunderbicd
You should also specify a certificate for other people to yse when they send you encryptad
messages. Do you want Lo use the same certificate to encrypt & decrypt messages sent to you?
-

¢wur. 1.2.11

Ako npoueaypaTa no MHCTanNuUpaHe e NPemM1Hana ycnewHo, cneaBsa Aa BUkAaTe eKpaH, NoaobeH Ha To3un OT
¢ur. 1.2.12

S/MIME

Personal certificate for digital signing:
ELIN TODOROV KOLEV [77:98:87:95:67:1D:48:4D) Select... Clear

Personal certificate for encryption:

ELIN TODOROV KOLEV [77:98:87:95:67:1D:48:4D] Select... Clear

Manage S/MIME Certificates S/MIME Security Devices

To obtain a new personal S/MIME certificate, generate a Certificate Signing Request (CSR) and submit it to a Certificate
Authority (CA)

Learn more

¢ur. 1.2.12



2. TopnuceaHe Ha eNEKTPOHHU CHOOLLEHNA
3a [a noanuiieTe enekTPOHHO CbOBLLEHe U3MbAHETE CrIeOHUTE CTHIKY:
- Cb3pailTe HOBO eNeKTPOHHO CbobLeHue kaTo HaTucHeTe 6yToHa <New Massage> ¢ur.2.1

,'\'ivitr: test-sign - Thunderbird

Trom Eavri Kones <elin kolev@agmail.com> v Ce Aec »

To  Elin Koley <efinkoley@gmal com>

subject | test-sgn

SMIME end-to-end encryption s possible

¢ur. 2.1

- BbBepgete HeobxoaumuTe noneta 3a <To:>, <Subject:>
- Ot nagaworto meHto <S/MIME> n3bepete <Digitally Sign> n HatucHeTe ByTtoHa ”"Send”- ¢ur.2.2

& Wit test-sign - Thunderbid

s SIMIME

subjoct 16 DlatatySion <=

Verw Certficates Of Rascipient

JMINE end dn-end encryphon 1 pasybie Encrypt

¢dwur.2.2

- Bweegete Bawws MWH kog 3a 4ocThN 4O CMAPT kapTaTa (ako Beye CTe BbBenm egHokpatHo MAH kog u He
CTe 3aTBapsAny NPUNOXKEHNETO MNM U3KIYBanM cmapT kaptarta, Mozilla Thunderbird Hama ga nowcka

NOBTOPHO BbBEXaaHe).comr. 2.3



@ Password Required - Mozilla Thunderbisd

~—J
‘@} Please enter the password for the PKCS#11 token StamplT-9DF2EE4310586635
esne

¢ur. 2.3

Cnep sbBexaaHe Ha MWH koga v HaTuckaHe Ha OyToHa <OK> BaleTo enekTpoHHO cbobLueHne 6u crneasano ga e

yCneLHO Noanm1caHo 1 uanpateHo. Korato agpecatsT ro Nonyyu 1 0TBOpW, criedBa Aa BuUaM npo3opeL, noaobeH Ha

TO31 OT hur.2.3

G (ot Movngens BWie O Chat [ Adbrns ook @Y Tag

i B View Go Message Eventsand taks  Took Melp

B botie - obn ks grai s T
& foply ® forwerd [ Ao @ Ak B Uelete  gh0OM More v

£ Kol O
Bn ok O AT o
Lest-sign e i R
: Message Security - SMIME

8 Mesage s Signed

@Sq'w‘d by ELIN TOOORDY KOLEV

Emal addesc  wln hokew@ygmel

Certticate imwed by “taenpl] Clobal G

Message Is Mot [ncrypted

| wocrypted befoee

Tha mesiage wm na
Tt can be seen by cther paopie while

1w Lntrrmet mathour encry

¢wur.2.3

3. KpunTtupaHe Ha eneKTPOHHU CbOOLIEHNA
3a ga kpunTupate enekTpoHHo cboblleHne TpsbBa Aa pasnonarate ¢ NyONUYHWAT KIY Ha appecata, KbM

KOWTO uckaTe Aa Kpuntupate./Ako onpedeneH agpecat Bu uanpaTv nognucaHo enekTPoHHO choblieHue, "Mozilla

Thunderbird” aBTOMaTM4HO We ro cbxpaHu/
Cnep kaTo Mmate CbxpaHeH nybnnMyHUs KIioY U3MbIHeTE CriegHuTe CThKM:

1. Cb3paliTe HOBO eNneKTPOHHO CbobLeHne kaTo HaTucHeTe 6yToHa <New Massage> ¢ur.3.1

11



_’ Wilte tost encrypt - Thundabing

> :
Fam  E v SIMIME
U O
R igitaly Sign
wotpon [ Y & = 1= 8 B Ev @Y O

Paragraph v Varibk

KonpwaeHumanso!

Enorppx

WMIME end- 10 and encryption is po

¢wr. 3.1

2. BwvBenerte HeobxoanmuTe noneta 3a <To:>, <Subject:>
3. Ot nagawoto meHto <S/MIME> n3bepete <Encrypt> v HaTucHeTe 6yToHa <Send> /cur. 3.2/

& Witte test-encrypt - Thundestried

ﬁ Foon £t Kosao <olinkolevwipgmadl com> v Lo

i Kotes <elin kedee@gmail com >

Gutpert &4 test-encrysit

wopsph v Varntewidti~ M T T. TP B T U & @v

]

Il
151
(1
B

KondnaeHumanso!

dur. 3.2

Korato agpecaTtbT MOMyYn KpUMTUPAHOTO ENEKTPOHHO ChoOLleHWe, 3a ba ro Aekpuntupa, cnefsa ga
BbBede MMH koa 3a AOCTbN OO0 YacTHUS KMKOY Ha CBOSITA cMapT kapTa. [ucmoTo mMoxe aa 6bae AeKpUnTUpaHo
€0MHCTBEHO C YaCTHUS KITIOY Ha NULIETO, KbM KOETO € WU3npaTeHo. AKo MUCMOTO e JeKpUNTUPaHO YCneLHo, e ce

nosiBn npo3opev, nogobeH Ha To3u oT cpur. 3.3

12



Q it Memagey BWiee D Chat  [§ Advbwn fock @ g v o w Q = = - »

e DI Vew o Messspr Beegesaod Tekx o Moo

B wibos - sdneclestigmiad sum ® trstateryymt *
Ehn Koder O O Bty o Formed [ Aot @ ok B Detece | A DKM More
Ehn Kokew 0¥ LS P
,,,,, et amcrypt s R
Thea, 27 Now 2028 225740 «30)

Message Socunly - SSMIME
2 Mossage s Signed

Aissage i1 111500 - a1 L it P S 2 S A Ay o

Mozlla Thearrderind
Thie smoessnge nchudes s widd dgtd siguation The mesgs S sl

wa hwen disrnd mrce o wes st

Konguawrsynar-ol
Sgred by LLIN SOO0ROV KOLEV

Emad adthess: ol kobey Bgral om
Certificame issued by SunpiT ot Cuaiited CA

Wew Spratine Conthoate

[—- 8 Mesiage b Encrypeed
This muessage was etarytos] Before i was sens ty wou Eacryptnn mokis
11wy A0t for ctiver paophs b wese idnrmation wisk it & Bursebng

wrwwt Thee r bk

¢ur. 3.3

AKO NUCMOTO He e AEKPUMTUPaHO YCMELHO, Le Ce NosBK Npo3opeL, nogobeH Ha Toan ot dumr. 3.4

154 et - eyt @ ST I

Thunderbird cannot decrypt this message

The sender encrypted this message to you using one of your digital certificates, however Thunderbird was not able to find this certificate and

corresponding private key.
Possible solutions:

* If you have a smartcard, please insert it now.
* If you are using a new machine, or if you are using a new Thunderbird profile, you will need to restore your certificate and private key from
a backup. Certificate backups usually end in ".p12",

tur. 3.4

3abenexka: o aHanornyeH HaYMH egHo E€NEKTPOHHO C'bO6LI.I|eHI/16 MoxXe Ja Obae €AHOBPEMEHHO NnoAnucaHo u

KpUNTUPaHo

AKo 1maTe Hsikakey NpenopbKy UK 3abenexku No HacTosiLLaTa MHCTPYKLKS, He ce konebaliTe aa ce
CBBbpXeTe C Hac.

Ten. +359 889000449 - Enux Kones

Ten. +359 888772451 — Ueaiino [lonHoB

email: support@mail.stampit.orq
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