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MNMpakTnyecko pbLKOBOACTBO 3a KOHdUrypupaHe Ha Mozilla Firefox 3a paboTa c
yAoCcTOoBepeHUs 3a eneKkTpoHeH nognuc/undcgpposu ceptudukaTun/
PBbKOBOACTBO HA NOTPEBUTENA — Bepcusa 2.0.0

ToBa pbKOBOACTBO € npedHasHayeHo 3a notpebutenun, nputexasawy crnegHus
TMN CMapT KapTu:
» Charismathics - ynpaBnsasat ce oT codptyepa Charismathics . Bcnukn kaptm ot
TO3K TMN nmat nHaekceH Homep CHSI43BP 15-xxxxxxxxx.
» Setec - ynpasnsiBaT ce oOT coptyepa SetWeb. Kaptute oT TO3M TUN umart
NHOEKCEH HOMEP XXXXXXXXXXS

3a6: BanupgHo 3a pabota ¢ Bepcum Ha Mozilla Firefox u Windows 6a3upaHu onepauyvoHHU
cuctemu. B momeHTa Ha M3roTBsiHe Ha PbKOBOACTBOTO, HacToslllaTa Bepcusi Ha bpay3sepa e
Mozilla Firefox 10.0.1

CbabpxaHue:
1. UHcTtanupaHe Ha moAayn 3a ynpaBrieHue Ha CMapT KapTa - 3alWMTeHo
ycTpoucTBo/security device/
2. WHcTtanunpaHe Ha 6a30Bu 1 onepaTtuBHU cepTudukaTm

1. WHcTtanupaHe Ha moayn 3a ynpaBrneHwe Ha cMapT KapTa
1.1WHcTanupaHe Ha MoOAyn 3a YrpasrieHne Ha CcMmapT KapTaTa/3almTeHo
yCTpOnCTBO/

» CrapTtupante Mozilla Firefox n nsbepete nocnegosatenHo ,Tools”, “Options ”
/wr. 1.1.1/.

£ StamplT - Mozilla Firefox

File Edit Wiew History Bookmarks [BfE

=1 el:n.ﬁe.arn:h ek
@ B c (5] u_] 1
Downloads Chrl]
S
*> " L This site is: SAFE - C.0 Nobf  Add-ons
L
.j StamplIT Error Console Ctrl+5hift+1 B8

Paqge Info

Skart Private Browsing  Ctrl+Shift+P
Clear Recent History ... Crrl4+Shift+Del

NE—one q oo
® StampIT Doc 2

-
* StampIT DocPro

¢dur. 1.1.1
» Ot nogasunus ce nposopel nsbepete “Advanced ” > “Encryption ” n HaTUCHeTe
ByToHa <Security Devices> /dwmr. 1.1.2/
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Options D_—(]
S mal & P & g

Main Tabs Content  Applications  Privacy  Security  Adwanced

Protocols
Use 55L 3.0 Ise TLS 1.0

Certificates
When a server requests my personal certificate;

() Select one automaticaly  (5) Ask me every time

['-.-'iew Cettificates ] [Eevu:ucatiu:un Lisks ] [ W alidation |_Seu:urit1 Devicesj

[ Ik ] [ Zancel ] [ Help ]

dwur. 1.1.2

» 3a pa pobaBuTe HOBO 3alUMTEHO YCTPOWCTBO, HaTucHeTe OyToHa <Load>
¢ur.1.1.3 1 cnegBanTe nocrnegoBaTenHocTTa, Noco4YeHa no-aorn
=13

) Device Manager Z

Security Modules and Devices Details Walue
[=] M55 Internal PECS #11 Madule
Generic Crypko Services

Software Security Device
[=) Builtin Roots Module

Builtin Object Token 6
Unload

Enable FIPS

£
(]
(=1}
[(wl
]
s

dwur. 1.1.3

» MO XenaHve MoXeTe Aa 3agajeTe MMe Ha 3aWwuTeHOTO YCTPOMCTBO B MONETO
<Module Name> wn HaTucHeTe B6yToHa <Browse... d¢wr. 1.1.4>
JHpOopmadJoHHO
i OECAUXEZIHE 3Q Crpannua 2 ot 9



) Load PKCS#11 Device

Enter the information For the module you wank to-add,

Module Mame: | StamplT 7 |
Maodule filenarme; | | Browse, .,
[ (] 4 ] l Cancel ]
dwur. 1.1.4

3abenexka: NMpoBepeTe KakbB TUN € Bawara cmapT KapTa

AKo paboTuTe C pasnUYHM NO TUN CMapT KapTw,

Ako Bawata cmapT kapta ce ynpaeBnaBa oT codTyepa Charismathics
/npoBepeTe gann nHaekcHns Homep e CHSI43BP15-xxxxxxxxx/, HamepeTte
n wn3bepete amna <cmP1ll.dll>, «koWTOo cCce Hamupa B nanka
.\WINDOWS\system32 - c¢our. 1.1.5.

Ako pabotmte cbC cmapT kKapta Setec, HamepeTe un u3bepete dann
<settoki.dll> , konto ce Hamupa no nogpasbupaHe B nanka C:\Program
Files\SetWeb (unu kbaeTo e nHctanupaH codrtyepa SetWeb) - dur. 1.1.6

nocrniegoBaTesiHO

pnobaBeTe CbOTBETHUTE Ha TAX YCTPOUCTBA/OMONMOTEKM 3a ynpaBneHue/.

Choose a PKCS#1/1 device to load

Look, jn: | ) svstends

vl (¢ ) 5 B

©

ty Fecent
Dacuments

G
Dezktop
Al

by Documents

Bl crnd.exe

| %] emndinn. di
@ cmdiag.cpl

b emdiag.ini

| %] endialzz i
@cmdﬁz.exe
{;@cmdlib.wsc

| %] cloglib, il
) crorngr32.hlp
&cmmnnSE.exe

@ CINOsS, Farm
crnP11.dll

%) crnshasen. di
%] crnsetacl.di
S crskp.exe

%] crnutil, i

.EI crbirman, dil
.EI crietcfg.dil

.E] crvfat. dil

%] colbact, di

%) comaddin, di
%] comcat. i

|E| comck3E2. 00
%] cometizz, di
3] COMCTLAZ, O

UHEOAMRII10HHD
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| z.di (%] comdigzz. d
i
.E] crprops, dil .E] comdlg3z, o
by Computer
< | >
‘h-’l File name: |n:mF'1 1.dl b | 3 [ Open l
- _ d
MyMNetwork | Filesof upe: | All Files v | conce |
dwur. 1.1.5




Choose a PKCS#1/1 device to load

Look, jr: | =7 Setw'eb vl (€ [f % (-
% Iprofiles TEvPersoPack.di
@ asnlapi.dll e nicos,
My Recent Ecertmgr.exe oJ"selzl.ﬂ-.lel:u Date Created: 5/12/2006 &:44 AM
Documents csputil, dil Setwel 128t 348 KB
7= Cumpt 1.4l ssiasnl.dll -,"_i users guide,pdf
; CupHashProsxy.dil ssider.dll
Diesktop hisrnapi.dil ssides.dll
inst_ca.dl ssihash.dll

- install_setkaki.htm ssipk15,dil
J MPsigplug., di ssirsa.di

PescCdr. dll ssirsakg.di
kA O t
yarmEn [Z] readme bzt ssiukil,dll
. rsizz.dl suppark.hkm

Q:l sc.di teyFapi. il

' setcse.dl Thyiapi, dll
by Computer

g File name: |settu:uki.u:||| V| 3 Open ]
Py Metwark Files of tupe: |AII Files v | [ Cancel ]

c¢dwur. 1.1.6

- Cnep kaTo cTe u3bpanu cboTBeTHaTa bubnuoTeka, HatucHete ByToHa <Open>
¢ur.1.1.5 n ¢ur.1.1.6

- HaTtucHeTte <OK>

) Load PKCS#11 Device

Enter the infarmation Faor the madule you wank ko add,

Module Mame; | SkampIT |

Madule filename: |C:'|,WINDOWS'I,sy5tem32| | Browse. .. |

0 < OF; D[ Cancel ]

¢wmr. 1.1.7

- Cnep KopekTHa MHcTanauusa Tpsabea ga BuauTte ekpaH nogobeH Ha TO3u OT dwr.
1.1.8

UHEOEMaULUOHHD
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) Device Manager

Security Modules and Devices Details
=1 W33 Internal PKCS #11 Module Module
Generic Crypko Services Path

Software Security Device
[=I Builtin Roaks Module

CardCs 4.3b PKCS#15

Yalue
SkamplT
W IRDO W Shsyste.

|

Load ]

|

Unload ]

|

Enable FIFS ]

1o |

c¢ur. 1.1.8

- HatucHete 6yToHa <OK>, 3a ga 3aTBOpuTE Npo3sopeLa.

1.2. WHcTtanupaHe Ha nyo6nuyHute yaoctoBepeHusi/ceptTudmkaTn/ Ha

StamplIT

3apegete oduvumanHua caumT Ha [OCTaBYMKa Ha YAOCTOBEPUTENHWU YCryru
www.stampit.org cekumsa nybnuyeH pernctbp. M3bepete 6a3oBo yaocToBEpPEHME -
StampIT Primary Root CA. MapknpanTte BCUYKM OTMETKM, Taka KakTO € Nnoka3aHO Ha

dur. 1.2.1

UHEOAMRII10HHD
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e

My0aMYHK YAOCTOBEPEHMA Ha StamplT

5_33} AETOMATHIMESHO MMAODTHPAHE Ha BCHYKM NYOAMYHK YOO0CTOEEDEeHMA Ha StamplT
Bawro !l MNpenopeauTenHo 23 ecHkh Windows Bazupadi SnepfaurMoRHK croTeki, Ak paboTuTe o Windows
Vista wni Windows 7528 83 MMAopTHRBATE YENeliHo BazoemMTe v ACCTOERREHMA Ha StarplT vaTerners 1
WENEAHSTE KaTo 3AMMHHMCTRATOR  KAIHMKHETE CAsced BYTOR BRpXYy MaTernerHua haln wuzbapate Run az
adrninistratorn.

(Eua3u:usu:u YAOCTOBEDEHHE Ha StarmplT - StarmplT Primary Root C.ﬁ.j
CepHeH HoMep: 3bZ216a7e91902433 (Hex)

Banvoed ot: 11 Hoemepw 2010 r. 15:13:34 GMT

Banuned no: 11 Hoewepr 2030 r, 15:13:34 GMT

OTnedaTek SHAL: d0c3842d7ff2a445fd5a%de2773al5fff7ea?s7e
MD5: Bc2ocdbl934a12addfla6dazabea30c3

( DNepaTHEHD yAocToEEpeHHMe Ha StamplT - StamplT Qualified C4A j

MoCTENM 23ABKa 38 AOBERABAHE KEM HOE CEpTHRHMKATEH YAOCTOBSpHTEN (CA),

MckaTte aM StampIT Prirmarsy: Rook CA"gae AOBEQEH 33 CNEABALLHTE UEAHT

pH HAEHTHRMEAUMATA Ha vel CaRTOEE 08 ADBEpAEAN Ha TosH T4,
P HAEHTHIDHEALHA Ha NOTREDMTENKM Ha E-NOWAE C8 ADBEPH Ha TosH CA,

PH HASHTHDHKALHA Ha paspafioTUMLK Ha coh TYep C& A0BEPH Ha To3H A,

MpeaH A3 Ce ADESEMTE HA TO3W CA, TRADES A3 MICNEABATE HEMOEMA CEpTHMEAT, KaKTO H

NOANTHESTS M NPOUEAYPHTE My (3KD CHILECTEYEST L,
[. Aobpe l [ OTKaS

zcne BaHE HE CepTHDHIKAT Ha CA
¢ur. 1.2.1

Mo aHanorMyeH HauynH Wu3NbLIHETE nMpouedypata M 3a  OnNepaTtMBHOTO
yooctoBepeHue — StamplT Qualified CA.

lMpoBepka 3a npasunHO KoHpurypupaH Mozilla Firefox moxeTe ga HanpasuTe no
CneaHns HaumH:

PecTtaptunpante Mozilla Firefox n nocrnegoBsaTesiHoO n3bepete
Tools>Options>Advanced>Encryption n HaTUCHeTe ByToHa <View
Certificates... > dour. 1.2.2

LUHpOpmMaJoHHD
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Options E]

B e B & & &

Main Tabs Content  &pplications  Privacy  Security  Adwanced

| General (i hetwu:url_qu [Ipu:late | Encrypion |

Praotocols
Use 55L 3.0 Use TLS 1.0

Certificates
When a server requests my personal certificate:

() Select ane auktomatically () Ask me every time

(I'n.-'iew CertiFicatEg:]} [Eevucatiu:un Lists ] [ Validation ] [SecuritiDevices

1

[ (] 4 ] [ Zancel ] [ Help I

dwur. 1.2.2

» BwbBepete NMH kopga Ha cmapT kaptaTa, KOMTO S 3aliMTaBa OT HEOTOPU3MpPaH
OOCT®I /cpur. 1.2.3/

Password Required &l

0 Please enter the master password Faor the CardDs 4,30 PRCS#15,
BLBeOeTe MHH K00 Ha CMapT KapTaTta

(oese) |

[ (014 I [ Cancel

dwur. 1.2.3

» W3bepete <Your Certificates>, cnegea ga ce nosiBu nposopeu, nogobeH Ha
TO3U OT dpur. 1.2.4

LUHpOpmMaJoHHD
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) Certificate Manager

Wﬁenple || Servers || Autharities || Others |

You have certificates from these organizations that identify you;

Certificate Mame Security Device Serial Mumber Expires On iz

[= Infarrmation Services Ple,
Elin Todaroy Kaolew Cardds 4.53b PECS#15 50T 15/1 /2011

HE nwznonaeaiite oytoHa DELETE...

view.. | | Backup.. | [Backwpal..| | Import. d [ Qelete...y

dur. 1.2.4

' 3abenexka: He nsnonssante 6ytoHa <Delete>. ToBa we goBeae A0 U3TpuBaHe
Ha BawaTa Kn4yoBa ABOWKa U cepTuUcMKaT OT CMapT KapTaTa.

> Wsbepete <View> un cnegBa pJa pasrnegate uWHgopmauuaTa 3a Bawwus
cepTudmkaT 1 gann Tom € noTBbpAeH. AKO BwxaaTe npos3opeul, nogobeH Ha
TO3n oT dour. 1.2.5, BawwmaT 6paysep e koHdurypmpaH n rotos 3a pabora!

LUHpOpmMaJoHHD
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[perae g Ha ce prudmrkar:"Card05 V4, 3B PKCS15 profile:StamplT_DocPro™

| ALK E-DDApDEHDETH.i

( To3H CepTUhMKAT & NOTBLPAEH 33 CAEAHWTE LLE M :l

| CepTHEMEST Ha 551 KAMEHT |

| CepTHfkEaT Ha HoAMNMCE ALLMA E-NoLWLa |

| CEpTHRMEAT Ha NONYYAEALLMA E=NOWE |

M3naneH Ha

Fme (M) Elirr Todorow Kaoley
Cpraquzsauma (00 Information Services Plo.
CpraHMsaukoHHD NoapasaensHue (OL)  Certification Services
CepHeEH HOMEp 02075 7 1Ed2BE 23
Email Address &, kolev@mbiox.is-bg. nek
M3nanen ot

lArE (M) StampIT CQualified C4A
QIpraHKsanHa (o) Information Services Plc.

QIpraHKsauHoHHD Noapazaenedke (OL)  £He e 4acT oT cepTHbHKaT =

BaniaHoOCT

M=zaafeH Ha nzi12f2011

zTHYa Ha nif12fzn1z

OTne4yaTbuM

QOTneYaTbi SHAL CF:42:FOnFE: 353584 BAICFI95:BE6:FE:09:95:05:1 755 DAl 77
aTnedaTse MDS EG:51:50:46:65:F+: 2932 BE:EDAS AS S B PR3

Yigw FEM ] [ Export..

| 3ATEADAHE: |

¢wur. 1.2.5
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